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Introduction 
As the new information security officer for Multiple United Security Assurance Corporation (MUSA), I will implement this continuous monitoring plan to improve the position and strengthen the organization's security posture. This plan includes work settings, work planning, employee readiness, monitoring at defined frequencies, and references NIST Special Publication 800-137A as guidance for assessing an existing monitoring program.   

A recent audit of MUSA enterprise policies identified repeated problems that compromise the safety and soundness of the information security infrastructure. These issues include the absence of media control, separation of duties, mandatory leave requirements, collection or analysis of security event logs, and intrusion detection or prevention systems (IDS/IPS). The lack of these policies creates substantial accountability risks, as the corporation cannot effectively track or mitigate technological and physical vulnerabilities. 
Work Settings
The policies under development establish the procedural and supervisory conditions MUSA needs to ensure proper execution of work (CIS, 2024). It is essential to define the current state of organizational policy settings, as existing configurations indicate internal accountability failures. Proper governance requires assigning and clearly delineating accountability throughout the organization (Dempsey et al., 2020). Monitor controls through regular status checks, including weekly log reviews, annual access matrix reviews, and assessments after major environmental changes. Mandatory leave policies necessitate independent review of transactions, records, system activities, and outstanding work during employee absences.

· Restrict removable media to need-to-know access, and disable autorun and autoplay features. Implement automatic malware scanning and encryption
· Separation of duties: initiation, approval, execution, and reconciliation duties, documented in a role-based access matrix 
· Mandatory leave policies should require individuals in high-risk roles to take at least five consecutive business days of leave annually. During this period, a cross-trained employee must perform and review the relevant duties
· Centralize logging, conduct weekly reviews, and escalate major findings for further action 
· Integrate Intrusion Detection and Prevention Systems (IDS/IPS) with Security Information and Event Management (SIEM) solutions to enable centralized alerting and monitoring of host and network activities

Work Planning
MUSA is deploying changes to the existing infrastructure, adding logging and intrusion detection in an organization with an outdated vulnerability assessment policy (once every three years), no configuration management, high turnover, no established capacity baseline, and low morale. Poor task planning and a lack of knowledge, skills, and ability can affect how the system is documented, built, and tracked. Most importantly, MUSA cannot tune effectively without a capacity baseline. 

Given the current state, the organization must develop policies for each control requiring improvement. These should include monthly vulnerability reviews, replacing the triennial assessment cycle with quarterly reviews, and conducting follow-up rescans. Additional recommendations involve documenting the configuration baseline and instituting formal change management procedures, including approval, testing, rollback plans, and post-implementation validation, to support system integrity and availability. Monthly tuning of alert thresholds is necessary to reduce false positives and prevent alert fatigue. Cross-training plans should designate primary and secondary backup personnel for critical duties, with managers responsible for reviewing workload, staffing deadlines, and capability. Given new vulnerability assessment policies, review monthly tuning records, manager workload, and staffing assessments. According to NIST step 2 of the Information Security Continuous Monitoring (ISCM) process, MUSA must determine metrics and status-monitoring frequencies. Frequency is a defined program requirement, not an operational preference (Dempsey et al., 2020).

Employee Readiness
When expanding and updating policy in an enterprise, MUSA must define specific policies, processes, and practices to protect against risks, such as lack of annual training, successful phishing and social engineering attacks, high turnover, and possibly disgruntled employees. To handle these issues, the organization must start training at onboarding and cover areas such as phishing, business email compromise, pretexting, and tailgating. Role-specific training should be mandatory before independent work, and assessment checks, for example, quizzes or skills questionnaires, will be re-run periodically. Annual security training for all employees should focus on risk, and effectiveness will be tested through simulated phishing campaigns, measured by successful reporting rather than punitive consequences.  
MUSA will handle non-punitive reporting based on good-faith reports, without retaliation. MUSA will establish a confidential reporting channel with HR and security. Additionally, the organization will validate access revocation after separation or a role change.
MUSA will regularly review training results and readiness levels, and track outcomes through metrics such as completion rates, assessment scores, and the rate of successful phishing reports. Annual program reviews will analyze these results to identify gaps and opportunities for improvement, and MUSA will adjust training content or delivery as needed. 
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